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Acceptable Use of Assets Guidelines
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1. Purpose
This guideline is intended to ensure Organization assets are used in appropriate manner for business purposes in serving the interests of the company, and of our clients and customers. Access to computer systems and networks owned by the organization imposes certain responsibilities and obligations and is granted subject to company policies. It demonstrates respect for intellectual property, ownership of data and system security mechanisms.
2. Access to System

Access to systems upon the job requirements or the third party’s “need to know”. IT team ensure users should be limited to only the minimum amount of access required to perform assigned duties.

Only those employees, contractors, vendors, and other third-party users (referred to as users) should be authorized by management to access systems may do so by first obtaining permission to access those systems by designated supervisors or managers. Authorized access may occur only after the user understands the information security policies, signs, and submits all the HR related formalities and a Statement of Understanding form to the appropriate manager, and is granted access to systems by IT team.

By default, users should be assigned the following privileges when granted access to systems:

· Domain log-in for network access

· An E-mail accounts

· Internet access

· Access to systems required to perform assigned duties
3. Remote Access

Since remote access to systems introduces a higher level of risk, only IT Team should grant remote access to users upon approval from their manager, partners, vendors or other third parties according to the following standards:

All information (including personal or confidential information) placed on or sent over this system may be examined, recorded, copied, used, or disclosed for authorized purposes by IT team.

4. System Acceptable Use
All devices should require authentication with username and password or other authentication item (e.g., token). The IT Department should maintain a list of devices and personnel authorized to use the devices. All devices should be labeled with owner and its details.

· Hardware and software in use should be purchased and installed by IT Department. Use of personal computer equipment or software should be prohibited on systems or networks.

· Users should be responsible for the confidentiality, integrity, and availability of their personal files. Users should report any new executable programs or suspicious data files appear on their workstations to the IT Team.

· The IT Department should maintain a list of acceptable network locations for all critical, machines.

· Only products that are listed in the list of company approved products (maintained by the IT department) should be used.

Systems (including network access, systems access, e-mail, voicemail, internet access, and remote access) should be used only for conducting business. Incidental personal use of systems is permissible only if the use: (a) does not consume more than a trivial amount of resources that could otherwise be used for business purposes, (b) does not interfere with workforce members’ productivity (c) does not preempt any business activity, and (d) does not otherwise violate policy.
5. Guidelines for Acceptable &Unacceptable Use
5.1 General Use and Ownership Physical assets
a) While the Organisation desires to provide a reasonable level of privacy, users should be aware that the data they create on the corporate systems remains the property of the Organisation.

b) While the assets are allocated to employees primarily for business purposes, employees are expected to exercise good judgment regarding the reasonableness of personal use. It may be permitted, provided the use,
· Do not use unauthorized access, destruction, modification, and distribution of information or information systems.,

· Do not use of tools that compromise security (e.g., password crackers and network sniffers)., 

· Do not use information systems to solicit for commercial ventures, religious or political causes, or for personal gain.

c) Once an asset is allocated, Allotted employee is responsible for,
· Monitor the use of asset,
· Ensure periodic updates of software patches & Antivirus updates
· Ensure periodic maintenance activities are carried out
d) It shall be responsibility of Project Manager to ensure project specific assets are returned on project closure.
e) Movement of assets within and outside the premises shall be authorized, and movement of asset outside organization shall be strictly through Asset Gate pass.
5.2 Guidelines on Information Processing Assets:

a) User shall keep passwords secure and do not share authentication information. Authorized users are responsible for the security of their passwords and accounts.

b) All PCs, laptops and workstations shall be secured with a password protected screensaver with the automatic activation feature set at 10 minutes or less, or password locking it manually when the asset is unattended.

c) All computing assets used by the employee that are connected to company network, shall be equipped with approved virus-scanning software, and shall have latest virus definitions.

d) Maximum care should be taken to safeguard mobile computing assets. Any loss or theft of a mobile computing asset may lead to compromising confidential / proprietary information.
· It shall be promptly reported to management in case of any loss or theft of a device containing company information.
· Shall be securely placed in cabinet after office hours if not being carried out along with the employee.
· Shall never leave laptops or other devices in plain sight in a vehicle; necessary care must be taken if they must be left in a vehicle at all. 

e) When mobile computing devices are being carried during travel, they shall always be kept in the user's possession and stored in secure location. They shall never be left unattended in cars or Guest House/hotel rooms and shall always be carried as cabin/hand baggage while travelling.

f) Before traveling abroad with a company device, it is recommended that you be aware of laws, regulations and security requirements that pertain to the device’s use in that country. 

g) Employee shall never store any Company information on a non-company device, such as a hotel computer, internet-based document repository, or internet kiosk.  

h) Shall never permanently save Company information on a non-company devise such as a home computer, personally owned PDA, CD, or USB drive. 

5.3 Guidelines on Printing:
a) Shall strictly adhere to Copy restrictions mentioned in information classification matrix.
b) Printed confidential documents are not to be carried out of workplace and meant to be used within the workplace for official purposes. After usage, the documents need to be necessarily shredded or stored at safe place to avoid wrong usage
c) Do not leave any confidential information at the printer
d) Do not leave any Customer information at the printer
e) Collect your prints immediately after printing
f) Ensure collection of the original document after scanning 
g) Keep printer & photocopier machine area clean
h) Avoid wastage of paper, use both sides of paper whenever possible
i) Shred unattended / Uncollected print documents immediately once you notice
j) Report as an incident in case of any sensitive information lying unattended at printer.
5.4 Guidelines on Email usage:

a) Official Email Id shall be used for the official purpose only. Unacceptable use of systems including E-mail to communicate sexual or other harassment. Include words or phrases that may be construed as derogatory based on race, color, sex, age, disability, national origin, or any other category. 
b) Email message containing sensitive information shall be forwarded only if the recipient is authorised to view the information. Do not send or share confidential information with any party, supplier, vendor who is yet to sign NDA with organization.
c) Artifacts such as executable files, source codes, and files with macros shall not be transmitted via email.
d) Sending emails to public email domains (like Yahoo, Gmail, Hotmail etc.,) is considered violation of confidentiality agreement. Same is continuously monitored and non-compliance is liable for disciplinary action.
e) Every user is accountable for any mail / action that can be traced to his/her User ID. Its employee responsibility to keep password confidential and you are liable for the consequences of not keeping it so.
f) Shall be aware of email usage policy of client and abide by it if using client email account.
5.5 Guidelines on Internet usage:

a) Internet facility is for use by employees for carrying out company's business and work.
b) Users shall use the facility with responsibility and prudence, and shall not carry on any objectionable, frivolous, or illegal activity on the Internet that shall damage the company's business or its image.
c) Users shall not attempt to circumvent or subvert security measures on either the company's network resources, or any other system connected to or accessible through the Internet.
d) Users shall not post to public discussion groups, social media, chat rooms, or other public forums representing the Company on the Internet unless authorized to do so.
e) Avoid registering official e-mail/ company name for any online registration, unless it is official and approved 
f) Avoid copying any picture, algorithm, engineering drawing snippets from internet without approvals, as these might lead to potential IP infringements
g) Shall be aware of internet usage policy of client and abide by it if using on client network.
5.6 Guidelines on Software, Anti-Virus and Open source software usage:

a) Avoid downloading from the internet any unauthorized tools, unlicensed software and using them without approvals.
b) Do not download or use any open source software, shareware/freeware without approvals and a clear understanding of Copyright Licensing, Terms & Conditions.
c) Ensure Anti-virus updates are up-to-date and automatic patch administration is working on desktops and laptops.
d) Hardware and software installed at any department should be appropriately licensed and should be used in accordance with licensing agreements and policy.
e) Do not download any anti-virus software other than the ones supported by the organization.
f) Do not copy any software from external media/internet, unless scanned for virus-check.
g) Unacceptable use of systems if any attempt to beat security controls, policies, and procedures (e.g., disabling virus protection or tunnelling a protocol through a firewall).
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